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METHOD AND APPARATUS FOR FACILITATING 
LAW ENFORCEMENT AGENCY MONITORING 
OF CELLULAR TELEPHONE CALLS 

BACKGROUND OF THE INVENTION 
Technical Fiel d of the Invention 

The present invention relates to cellular telephone networks and, in particular, 
to the monitoring of cellular telephone calls by law enforcement agencies. 

Description of Related Art 

When law enforcement agencies are authorized to monitor telephone calls to 
obtain evidence for use in criminal investigations, perhaps the most important piece of 
information they obtain other than the recorded voice conversation itself is the 
identification of the parties participating in the call. In a conventional wireline 
telephone network, this information is readily accessible because a physical connection 
exists between the A-party (calling party) and the B-party (called party) to the call 
allowing the call to be traced, and because the communications protocols within the 
network support the transmission of party identification information like telephone 
numbers. Because of the lack of a physical connection and the limitations present in 
some communications protocols and switch operations, such party identification 
information is not so readily available during law enforcement agency monitoring of a 
cellular telephone call. The party identification problem is most prevalent with respect 
to being able to determine the identity of the A-party to the call. 

The signaling protocols used between some telecommunications exchanges 
provide for the transmission of only two numbers in connection with the set-up of a 
cellular call. The first number comprises the actual telephone number of the B-party. 
The second number comprises a roamer number used to route the call within the 
cellular network. With space provided for only two numbers, there is no room within 
those signaling protocols for conveying the telephone number of the. A-party to the 
cellular call If the B-party is the party to be monitored, A-party information is then not 
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typically made available to the monitoring law enforcement agency at the point where 
the telephone tap is made. 

There is a need then during law enforcement agency monitoring of a cellular call 
for complete party identification information to be provided In particular, there is a 
need to obtain information on the A-party to the monitored cellular call. 

SUMMARY OF THE INVENTION 

The present invention provides two methods for supplying law enforcement 
agencies with A-party identification information concerning a cellular telephone call. 
In the first method, a billing identification number for a monitored cellular call is made 
available to the monitoring law enforcement agency in comiection with each monitored 
call From this billing identification number, toll tickets generated by the nodes of the 
cellular network may be retrieved from the cellular service provider and processed to 
supply information usefiil in identifying the A-party to the monitored call and routing 
of that call. In the second method, calling line identification (CLI) information is 
supplied by the cellular network to the monitoring law enforcement agency for each 
monitored call. In those instances where the A-pariy comprises another cellular 
subscriber, the calling line identification information comprises the mobile telephone 
number.for the calling subscriber. Conversely, in those instances where the A-party 
comprises a wireline subscriber in a public switched telephone network (PSTN), the 
validity of the calling line identification infoiroation depends on the nature of the PSTN. 
If the PSTN supports integrated services user part (ISUP) trunk connections, calling 
line identification (CLI) information (from the wireline ISUP trunk identifying the 
telephone mimber of the calling party) is imported into the cellular system and then 
provided to the monitoring law enforcement agency If the PSTN network does not 
support ISUP trunk connections, transmitted A number identification (ANI) 
information (providing routing and switching information usefiil in tracing to the source 
of the call) is translated into calling line identification (CLI) information and provided 
to the monitoring law enforcemem agency In the latter case, the CLI information is 
restricted for use by and display to only the service provider and the monitoring law 
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enforcement agency; no calling party identification services are provided to the mobile 
subscriber. 

BRIEF DESCRIPTION OF THE DRAWINGS 

A more complete understanding of the method and apparatus of the present 
invention may be acquired by reference to the following Detailed Description when 
taken in conjunction with the accompanying Drawings wherein: 

FIGURE 1 is a block diagram of a portion of a cellular telephone network and 
a known method for law enforcement agency monitoring of cellular calls; 

FIGURE 2 is a block diagram of a portion of a cellular telephone network 
wherein cellular call billing identification information is supplied to law enforcement 
agencies with respect to monitored cellular calls, 

FIGURE 3 is a block diagram of a portion of a cellular telephone network 
vk^ierein calling line identification information is supplied to law enforcement agencies 
with respect to monitored cellular calls to identify a celhilar A-party; 

FIGURE 4 is a block diagram of a portion of a cellular telephone network and 
first type public switched telephone network wherein calling line identification 
infoimation is supplied to law enforcement agencies with respect to monitored cellular 
calls to tdoitify a wirdine A-paity; and 

FIGURE S is a btedc diagram of a portion of a cellular telephone network and 
second type public switched telephone network wherein calling line identification 
infonnation is supplied to law enforcement agencies with respect to monitored cellular 
calls to identify a wireline A-party. 

DETAILED DESCRIPTION OF THE DRAWINGS 

Reference is now made to HGURE I wherein there is shown a block diagram 
of a portion of a cellular telephone network 10 inchiding a plurality of interconnected 
switching nodes (SN) 12. Ahhough only three switching nodes 12 are shown, it will 
be understood that the network 10 likely includes many more interconnected nodes. 
The switching nodes 12 may comprise any one of a number of knov^m 
tdecommunications switching devices, including those commonly used and known in 
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the art for providing either digital or analog cellular telephone service to a phirality of 
mobile station subscribers 14. The switching nodes 12 are interconnected for 
communication via both signaUng links 16 (illustrated with solid lines) and voice trunks 
18 (illustrated with broken lines). The voice tninks 18 provide voice and data 
communications paths used to carry mobile subscriber station 14 communications 
between the nodes 12. The signaling links 16 cany network communications signals 
between the nodes 12 that are used for comrolling network operation. The switching 
nodes 12 are comiected to a data base (DB) 20 (or perhaps to plural data bases if 
necessary) comprising, for example, a home location register (HLR) and/or visitor 
location register (VLR). by means of signaling lirics 22 (again illustrated with solid 
lines) The data base(s) 20 store information concerning the subscriber mobile stations 
14 such as location information. 

Assume now that a cellular call originates, as generally indicated at 24. with a 
calling party (A-party) who may comprise either another cellular subscriber (e g 
mobile station 14(2)) oftheceUular telephone network 10. or a wireline subscriber (noi 
shown) within the public switched telephone network (PSTN) 26 That call is fiirther 
assumed to have been dialed to ti,e directory telephone number (B-number) of a called 
mobile station subscriber 14(1). Following receipt of the call in an originating 
switching node I2( 1 ) of the cellular network 10. the home location register data base 
20 is queried with the dialed B-number to determine called subscriber location (signal 
B-Q) Responsive to the queiy. the data base 20 returns a roamer number (signal RN) 
identifying the switching node 12(2) that currently serves the called mobile station 
subscriber 14(1). The returned roamer number is then used by the originating 
switching node > 2(1) to route UieceUular call to the serving switching node 12(2). with 
the dialed B-number (B) then used to deliver the call to the mobile station subscriber 
14(1). When the B-party is tiie party to be monitored, it will be noted that in either Rl 
or R2 signaling neither the B-number nor the roamer number transmitted through the 
cellular network 10 for purposes of call delivery provide any indication as to the 
identity of the A-party. 

Law enforcement agencies are often authorized to monitor cellular telephone 
calls to obtain evidence for use in criminal investigations. To accomplish this goal, a 
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monitorii^ center 28 is established vrhidti may include a tape recorder 30 for recording 
the v(Mce conversation that is being moiutored. The physical connection with the voice 
portion of the cellular telephone network 10 is made through a tap (generally shown 
at 34). The tap 34 may be made at any location within the cellular telephone network 
10 in a manner well known to those skilled in the art, but is typically made at a selected 
one of the switching nodes 12 v/herc the subscriber to be monitored is currently located 
(roaming). 

Each switching node 12 further includes a local data printing device 32 for 
printing signaling and other call or network information and data related to a 
conversation (typically comprising, in accordance with the prior art, the B-number for 
the called mobile station subscriber 14(1) and the roaming number used to route the 
call). With the cooperation of the cellular service provider, this information may be 
provided to the law enforcement agency in connection with each monitored call. 
Unfortunately, in conventional signaling the identification information on the calling 
party (A-party) is not typically transmitted over the network 10, and is therefore not 
available to be printed at the local printer 30 and thereafter supplied to the monitoring 
law enforcement agency. 

Reference is now made to FIGURE 2 wherein there is shown a block diagram 
of a portion of a cellular telephone network 10 similar to that shown in FIGURE 1. 
Like reference numbers and designations in FIGURES 1 and 2 refer to like or similar 
network components. The network 10 further includes a billing center 38 connected 
to the switching nodes 12 via signaling links 40 (again illustrated with solid lines) As 
a cellular telephone call is routed through the network 10 during call set-up. and 
thereafter handled, each switching node 12 involved in the call generates several toll 
tickets (TTs) containing charging data relating to the ongoing cellular call. This 
charging data inchides details concerning the call including an identification of the 
calling and called parties, party location information, routing information, switching 
information, and other caU related information. In order to diflFerentiate between the 
many cellular calls being handled, and to properly charge for each individual cellular 
telephone call, each call is assigned a unique billing identification number (B-ID) This 
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biliing identification number is provided along with the chaining information in each toll 
ticket report sent by a switching node 12 to the bilUng center 38. 

The law enforcement agency monitoring center 28 utilizes its tap 34 to 
physically connect to the network 10 and monitor the voice communication (which may 
be recorded for future use by tape recorder 30). The network data monitored and 
output to the local printer 32 includes not only the B-number for the called mobile 
station subscriber 14(1) (as known in the prior art), but also the billing identification 
number (B-ID) for that call. Using the reported billing identification number (B-ID) 
provided by the cooperating cellular sendee provider, the law enforcement agency may 
retrieve the toll tickets (TTs) for the monitored call from the billing center 38 This 
information is then processed by either the sen^ice provider (not shown) or the law 
enforcemem agency (shown) to obtain additional information concerning the call 
uicluding an identification of the calling and called parties, party location information, 
routing information, switching information, and other call related information 

Reference is now made to FIGURE 3 wherein there is shown a block diagram 
ofa portion ofa cellular telephone network 10 similar to that shown in FIGURE 1 
Like reference numbers and designations in FIGURES 1 and 3 refer to like or similar 
network componems A service feature now made available to mobile station 
subscribers 14 is caller identification where the identity of the calling party in a cellular 
telephone call is made available to the called subscriber and provided on a display 42 
of the mobile station 14 concurrent with receipt of the call. To support this service, a 
calling line identification (CLI) field {populated with the telephone number ofa calling 
mobile station party 14(2)) is included using IS-ll signaling withm the B-number que^^ 
transmitted to the home location register 20. The calling line identification field is then 
transmitted to the serving switching node 12(2) for the called party mobile station 
subscriber 14(1). If the called party mobile station subscriber 14(1) subscribes to the 
caller identification service feature, the infonnation contained within the calling line 
idemification field is then transmitted to the mobile station and displayed when the call 
is being set up. 

The law enforcement agency monitoring center 28 utilizes its tap 34 to 
physically comiect to the network 10 and monitor the voice communication (which may 
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be recorded for fiiture use by tape recorder 30). The network data monitored and 
output to the local printer 32 includes not only the B-number for the called mobile 
station subscriber 14(1) (as known in the prior art), but also the calling line 
identification field information for that call. The output calling line identification field 
information is then processed by either the service provider (not shown) or the law 
enforcement agency (shown) to obtain an identification of the calling party (provided 
that calling party comprises another mobile station subscriber 14) as well as other call 
related information. 

If the celhilar telephone call bdng monitored originates outside of the cellular 
network, calling party information may not be readily accessible for insertion into the 
calling line identification field. In such cases, any tapping of the cellular network 10 
by law enforcement agencies in accordance with the procedure illustrated in FIGURE 
3 will typically fail to provide an indication of the identity of the calling party. 

Reference is now made to HGURE 4 wherein there is shown a block diagram 
of a portion of a cellular telephone network 10 connected to a first type public switched 
telephone network (PSTN) 44. Like reference numbers and designations in FIGURES 
1 and 4 refer to like or similar network components. The first type public switched 
telephone network 44 includes a plurality of interconnected switching nodes 46. 
Although only three switching nodes 46 are shown, it will be understood that the 
netwoHc 44 likely includes many more interconnected nodes The switching nodes 46 
may comprise any one of a number of known telecommunications switching devices, 
including those commonly used and known in the art for providing telephone service 
to a plurality of wireline subscribers 48 The switching nodes 46 are interconnected for 
communication via both signaling links 50 (iUustrated with solid lines) and voice trunks 
52 (illustrated with broken lines). The voice trunks 52 provide voice and data 
communications paths used to cany wireline subscriber 48 communications between 
the nodes 46. The signaling links 50 cany network communications signals between 
the nodes 46 used for controlling network operation. At least one of the switching 
nodes 46(1) is connected via a signaling link 50 and voice tnink 52 to one of the 
switching nodes 12(1) of the cellular telephone network 10. 
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For this first type public switched telephone network 44. it is assumed that the 
complete communications path between a calling wireline subscriber 48(1) and the 
originating switching node 12(1) of the cellular network 10 with respect to the call 
being monitored comprises an integrated services user part (ISUP) connection I„ 
accordance with the ISUP protocols and the accompanying signaling system #7 (SS7) 
network signaling, a calling line identification (CLI) field (populated with the telephone 
number of the calling wireline subscriber 48(1)) is transmitted along with the call 
connection This calling line identification information is received by the originating 
switching node 12(1) of the cellular network 10 and used to popuhite the calling line 
Identification (CLI) field that is transmitted along with the B-number queiy within the 
cellular network 10 to the home location register 20. 

The law enforcement agency monitoring center 28 utilizes its tap 34 to 
physically connect to the network 10 and monitor the voice communication (which may 
be recorded for fiiture use by tape recorder 30) The network data monitored and 
output to the local printer 32 includes not only the B-number for the called mobile 
station subscriber 14(1) (as known in the prior art), but also the calling line 
identification field information for that call. From processing the caUing line 
idemification field information, the law enforcement agency (shown) or the service 
provider (not shown) may obtain an identification of the calling wireline subscriber 
20 48(1 ) as well as other call related information. 

Reference is now made to HGURE 5 wherein there is shown a block diagram 
of a portion of a cellular telephone network 10 connected to a second type public 
switched telephone network (PSTN) 54. Like reference numbers and designations in 
HGURES l,4and5refertoHkeorsimilarnetwork components. For the second type 
public switched telephone network 54, it is assumed that the communications path 
between a calling wireline subscriber 48(1) and the originating switching node 12(1) 
of the cellular network 10 with respect to the call being monitored includes at least one 
non-integrated services user part aSUP) trunk comiection. as generally indicated at 56 
Such a conneaion may comprise, for example, either an Rl or R2 trunk connection. 
In accordance with the Rl/2 tnink and signaKng protocols, an A-number identification 
(ANI) field (populated with routing and switching information usefiil in tracing the call 
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back to the calling wireline subscriber 48(1)) is trananitted along with the call 
connection. This A-number id«itification information is received by the originating 
switching node 12(1) of the celhilar network 10, processed by a translator ilinctionality 
58, and used as translated to populate the calling line identification (CLl) field that is 
transmitted to the home location register 20 with the B-number query 

The law enforcement agency monitoring center 28 utilizes its tap 34 to 
pltysically connea to the network 10 and monitor the voice communication (which may 
be recorded for future use by tape recorder 30). The network data monitored and 
output to the local printer 32 includes not only the B-number for the called mobile 
station subscriber 14(1) (as known in the prior art), but also the calling line 
identification field information (comprising the translated A-number identification) for 
that call. From processing the routing and switching information contained within the 
calling line identification field, the law enforcement agency (shown) or the service 
provider (not shown) may obtain (perhaps through use of a tracing operation) an 
identification of the calling wireline subscriber 48(1) as well as other call related 
information 

Use of the calling line identification field in a cellular network 10 is strictly 
limited. In accordance with such use restrictions, the calling line identification field 
cannot be populated with calling party identifying information unless the information 
is generated within the cellular network 10 (i.e., the calling party is another mobUe 
station subscriber 14), or unless the information is received as calling line identification 
information (i.e., the calling party is completely connected to the cellular network 10 
^ by means of an ISUP trunk connection) This is because the calling line identification 
information is displayed to mobile station subscribers subscripted to the caller 
identification service feature To prevent the display of calling line identification 
information obtained fi^om translated PSTN A-number identifications in accordance 
with the procedure illustrated in FIGURE 5. the calling line identification (CLl) field 
transmitted through the cellular system 10 in accordance with FIGURES 3-5 includes 
an additional use authorization parameter (P). When this parameter is set, the calling 
line identification conqmses a translated A-number identification. Responsive to such 
an indication in the parameter, the service switching node 12(2) restricts use of and 
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access to the mcluded informaUon to the monhoring law enforcement agency only No 
.nfonnation about the call and the calling party thereto is then output to the display of 
the called mobile station subscriber 14(2) who is subscripted to the calling party 
identification service feature. 

Although a preferred embodiment of the method and apparatus of the present 
.nventton has been illustrated in the accompanying Drawings and described in the 
foregomg Detailed Description, it will be understood that the invention is not limited 
to the embodiment disclosed, but is capable of numerous rearrangemems, modifications 
and substitutions without departing from the spirit of the invention as set forth and 
defined by the following claims. 
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WHAT IS CLAIMED IS: 

1 . A method for obtaining A-number identification information for a iaw 
enforcement agency monitored cellular telephone call, comprising the steps of 

outputting a billing identification number for the monitored cellular telephone 

call; 

retrieving toll tickets associated with the output billing identification number, 
said toll tickets including information concerning the monitored cellular telephone call; 
and 

processing the information induded in the retrieved toll tickets to obtain an 
identification of the A-number for the monitored ceilular telephone call. 

2. The method as in claim 1 fijrther including the step of outputting a B- 
number identification for the monitored cellular telephone call in addition to the billing 
identification number. 

3. The method as in claim I wherein the information included in the 
retrieved toll tickets comprises routing and switching information for the monitored 
cellular telephone call leading to the identification of the A-number. 

4. A method for obtaining A-number identification information for a law 
enforcement agency monitored cellular telephone call, comprising the steps of: 

outputting information contained within a calling line identification field 
transmitted through a cellular telephone network in connection with the monitored 
cellular telephone call; and 

processing the calling line identification information to obtairvan identification 
of the A-number for the monitored cellular telephone call. 

5. The method of claim 4 wherein the calling line identification information 
includes the A-number for the monitored cellular telephone call 
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6. The method of claim 4 wherein the calling line identification information 
.nCudes routing and switching information, and the step of processing iurther includes 
the step of processing the routing and switching information to trace the monitored 
cellular telephone caU back to the A-number 

7. The method of claim 4 wherein the monitored cellular telephone call 
originates within the cellular telephone network 



8 



The method of claim 4 wherein the monitored cellular telephone call 
ong.nates in a public switched telephone network external to the cellular telephone 

network. 



The method of claim 8 wherein the monitored cellular telephone call is 
earned m the public switched telephone network by integrated services user part trunk 
connections supporting transmission of calling line identification information further 
mdudmg the st^ of passing the calUng line identification information through from the 
pubhc switched telephone network to the cellular telephone network 



30 



10. The method of claim 8 wherein the monitored cellular telephone call is 
earned m the public switched telephone network by non-imegrated services user part 
trunk connections supporting transmission of A-number identification information 
further including the step of translating the transmitted A-number identification 
.nformafon associated with the monitored caH to comprise the calling line identification 
information carried through the cellular telephone network. 

11. The method of claim 10 wherein the translated A-number identification 
information includes routing and switching information, and the step of processing 
further includes the step of processing the routing and switching information to trace 
the monitored cellular telephone call back to the A-number. 
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12. In a cellular tdephone system including a plurality of interconnected 
switching nodes each generating toll tickets for cellular calls, a system for monitoring 
cellular telephone calls, comprising: 

a tap connected to a certain one of the switching nodes involved in the handling 
of a law enforcement agency monitored cellular telephone call; 

a tape recorder connected to the tap for recording a conversation of the 
monitored cellular telqihone call; 

a local printer connected to the cert^n switching node; and 

means associated with the certain switching node for outputting to the local 
printer a billing identification number for the monitored cellular telephone call, the 
billing identification number used to retrieve toll tickets associated with the monitored 
cellular telephone call, information contained in the retrieved toll tickets being useftil 
in obtaining an identification of the A-number for the monitored cellular telephone call. 

1 3 . The system of claim 1 2 wherein the means further outputs to the local 
printer a B-number identification for the monitored cellular telephone call in addition 
to the billing identification number. 

. 14. The system ofclaim 12 M^ierein the infoimationinduded in the retrieved 
toll tickets comprises routing and switching information for the monitored cellular 
telephone call leading to the identification of the A-number. 

15. In a telephone network including a cellular telephone network 
connected to a public switched telephone network, a system for monitoring cellular 
telephone calls, comprising: 

a tap connected to a certun one of a plurality of interconnected cellular 
network switching nodes involved in the handling of a law enforcement agency 
monitored cdlular telqihone call; 

a tape recorder connected to the tap for recording a conversation comprising 
the monitored cellular telephone call; 

a local printer connected to the certain cellular network switching node, and 
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means associated with the certain switching node for outputting to the local 
pnnter mformation contained within a calling line identification field transmitted 
through the cellular network in association with the monitored cellular telephone call 
the .nformation contained in the calling line identification being useful in obtaining an 
Identification of the A-number for the monitored cellular telephone call 

16. The system of claim 1 5 wherein the means further outputs to the local 
pnnter a B-number identification for the monitored ceUular telephone call in addition 
to the calhng line identification information. 

17 The system of claim 15 wherein the calling line identification 
mformation includes the A-number for the monitored cellular telephone call 

18. The system of claim 15 wherein the calling line identification 
information includes routing and switching information usefi,! in tracing the monitored 
cellular telephone call back to the A-number 

19. The system of claim 15 wherein the monitored cellular telephone call 
originates within the cellular telephone network. 

20 The system of claim 15 wherein the monitored cellular telephone caU 
originates in the public switched telephone network 

21. The system of chum 20 wherein the monitor^ cellular telephone call 
is carried in the pubUc switched telephone network in whole by integrated services user 
part trunk connections supporting transmission of calling Une identification information, 
an originating one of the cellular network switching nodes passing the calUng line 
identification information through to the cellular network for output to the printer. 

'^^^ ^^^"^ °^ clai™ 20 wherein the monitored cellular telephone caU 
is carried in the public switched telephone network in part by non-integrated services 
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user part trunk connections supporting transmission of A-number identification 
infonnation, the system further including means associated with an originating one of 
the cellular network switching nodes for translating the transmitted A-number 
identification infonnation to comprise the calling line identification information carried 
through to the cellular network for output to the printer. 



23 The method of daim 22 wherein the translated A-number identification 
information includes routing and switching information usefiil in tracing the monitored 
cellular telephone call back to the A-number. 
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